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Introduction
The Office of Technology (OTECH) Information Technology (IT) Audit and Accountability (AU) policy
services to be consistent with best practices associated with organizational Information Security
management. It is the intention of this policy to establish audit and accountability guidelines to help the
organization implement security best practices in regards to event and transaction logging.
Audit trails maintain a record of system activity both by system and application processes and provides a
means to help accomplish several security-related objectives, including but not limited to: (1) establishing
individual accountability; (2) detecting security violations and intrusions; (3) identifying flaws in system
and applications; (4) performing problem analysis; and (5) assisting in incident reconstruction.
OTECH encourages all Government of Guam (GovGuam) information systems to follow the guidelines in
this AU policy.

Policy
OTECH has chosen to adopt the Audit and Accountability (AU) principles established in NIST SP 800-53
“Audit and Accountability Control Family guidelines.” The following subsections outline the AU
standards that constitute OTECH’s policy.

AU-1: Audit and Accountability Policy and Procedures
OTECH develops, disseminates (via official posting on OTECH’s website), and periodically
reviews/updates formal, documented procedures to facilitate the implementation of audit and
accountability policy and associated audit and accountability controls.
The OTECH Chief Technology Officer (CTO), in accordance with information system owners, must
develop, document, and disseminate controls addressing the Audit and Accountability of information
resources.
The CTO must review and update these controls as necessary.

AU-2: Audit Events
Information systems must provide the means whereby authorized personnel have the ability to audit
and establish individual accountability for any action that can potentially cause access to, generation of,
modification of, or affect the release of confidential information.
Appropriate audit trails must be maintained to provide accountability for updates to mission critical
information, hardware and software for all changes to automated security or access rules.
Audit logs must be monitored and/or reviewed as risk management decision warrant. Audit reports
must be reviewed for indications of intrusive activity.
Whenever technically possible, information systems should generate audit records for the following
information system events:
a)
b)
c)
d)

User account management activities;
System shutdown/reboot/error(s);
Application shutdown/restart/error(s);
File creation/deletion/modification;
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e) Failed and successful log-on(s);
f) Security policy modifications; and
g) Use of administrator privileges.

AU-3: Content of Audit Records
Audit records must contain sufficient information to, at a minimum, establish:
a)
b)
c)
d)
e)
f)

The type of event occurred;
The date and time the event occurred;
The location or device where the event occurred;
The source of the event;
The outcome (success or failure) of the event; and
The identity of any user/subject associated with the event.

AU-4: Audit Storage Capacity
Audit storage locations must be allocated in sufficient capacity and monitored to reduce the likelihood
of such capacity being exceeded. It is important that relevant documents, records and events not be lost
due to insufficient allocation of storage capacity.

AU-5: Response to Audit Processing
The information system should alert appropriate organizational officials in the event of an audit
processing failure.
Information System Administrators should ensure that information resources are configured to
automate alerts in the event of an audit failure, automate alerts once maximum storage capacity for
audit lots is reached, and configure audit logs to overwrite the oldest logs first in cases of reaching
capacity, if necessary.
The system owner must define the action to be taken upon log failure and must coordinate any
Enterprise system alerting with OTECH and System Administrators.

AU-6: Audit Review, Analysis and Reporting
The System Owner and System Administrators maintain the responsibility of reviewing information audit
logs on their systems for unusual activity on a periodic bases defined on a system by system basis, and
should keep a log that such a review has taken place. System audit reviews should analyze records for
indications of inappropriate or unusual activity, investigate suspicious activity or suspected violations,
report findings to appropriate officials, and take necessary actions.

AU-7: Audit Reduction and Report Generation
The information system audit and reporting tools must not alter original audit records or log data.
Original audit records must be protected from unauthorized access, modification, and deletion.

AU-8: Time Stamps
Whenever technically possible, information systems should provide time stamps for use in audit record
generation. GovGuam systems should synchronize internal information system clocks, at least daily at
system boot, to ensure that time stamps are accurate.
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AU-9: Protection of Audit Information
The information system should protect audit information and audit tools from unauthorized access,
modification, and deletion. Access must be restricted against unauthorized access and tampering.
Access must be minimized to necessary to System Administrators and information security personnel.

AU-10: Non-Repudiation
The System Owner, in conjunction with the System Administrators, is responsible for ensuring that
logging and audit settings are configured per system and program requirements. This ensures an audit
trail for non-repudiation purposes.

AU-11: Audit Record Retention
The System Owner, in conjunction with the System Administrators, is responsible for ensuring that audit
records are retained for a minimum of 180 days or if exceeded, as defined by the System Owner
Retention Policy. Logs and records for known incidents and legal actions must be retained until the
incident is closed.

AU-12: Audit Generation
The Information system should be capable of generating audit records from the list of auditable events
specified in AU-2 for all information system components. These records must be available to authorized
personnel for configuration of auditable events, as well as being capable of generating that required
audit content as defined in AU-3 of this guide.

Roles & Responsibilities
Role
OTECH Chief
Technology
Officer (CTO)

System Owners
(Agency Heads)

System
Administrators

Responsibility
• Overall responsibility in developing and maintaining an Enterprise Security
Program.
• Ensuring all GovGuam Agencies effectively implement and maintain
information security policies and guidelines.
• Overall responsibility for reviewing and updating this policy on an annual or as
needed basis.
• Overall responsibility to ensure that their system meets the base AU security
control requirements.
• Ensuring necessary AU security controls are in place and operating as intended.
• Ensuring budget is defined to effectively implement the AU controls required.
• Ensuring budget is defined to accommodate system retention policies.
• Ensuring the appropriate AU security requirements are implemented
consistent with OTECH security policies and hardening guidelines.
• Coordinate the establishment of auditing and monitoring procedures
• Managing auditing and monitoring processes.
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Policy Compliance
Compliance Measure
The Office of Technology will verify compliance to this policy through various methods, including but not
limited to, periodic reviews and site inspections, video monitoring, business tool reports, internal and
external audits and inspections, and feedback from the agency that procured the product.

Exceptions
Exceptions to the guiding principles in this policy must be documented and formally approved by the
requestor’s respective Agency Head and the OTECH CTO.
Policy exceptions must describe:
•

The nature of the exception

•

A reasonable explanation for why the policy exception is required

•

Any risks created by the policy exception

•

Evidence of approval by all appropriate parties

Non-Compliance
Any agency found to have violated this policy may be subject to disciplinary action at the discretion of
OTECH.
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